Abstract. The side-channel attack includes signal acquisition, signal statistical analysis of the two parts. At home and abroad the current research on attacks mainly focuses on the side-channel statistical analysis method. However, the acquisition method of the leakage signal for the side-channel is lack of attention. Side-channel leakage signal acquisition is the premise to side-channel cryptanalysis. The acquisition of side-channel signal directly affects the quality of the results access of side-channel analysis. This paper talks the analysis of the research status of side-channel: "Attach importance to analysis, lose sight of collection," and summarizes the different existing methods of leak signal`s acquisition of side-channel, introduces traditional signal acquisition method of side-channel, the method of side-channel power signal acquisition, the method of electromagnetic signal acquisition and the method of how to collect side-channel time signal. Finally, this paper summarizes the introductive methods and prospects the acquisition method of side-channel signal.
Introduction
In 1996, Kocher [1] first proposed the concept of side-channel attack. Side-channel analysis mainly includes signal acquisition method, signal statistical analysis of the two parts [2] . side-channel leakage signal acquisition is the key to side-channel code analysis, and the quality of signal acquisition directly affects the side-channel results, now there are many methods for side-channel signal acquisition. This paper mainly introduces the collection methods of traditional side-channel signal and current three side-channel leakage signal acquisition methods commonly based on power signal acquisition [3] , based on electromagnetic signal acquisition [4] and side-channel optical signal acquisition .
Then it summarizes the deficiencies of above acquisition methods, and the development trend of the side-channel signal acquisition which are described.
Traditional Acquisition Scheme Analysis
The traditional scheme of side-channel signal shown in Fig. 1-1 . According to the description of Fig. 1-1 , we can know that the collection and the evaluation of the signal can be divided into four stages: data transmission, data collection, data reading and data storage.
The traditional side-channel signal acquisition is by the process: computer sends a string of data, the target device to encrypt and return the encryption results, which will lead to the following two questions:
1) Each encryption has to be completed in 4 stages, so the acquisition speed is slow.
2) The single trajectory contains a lot of noise signals, so it needs to collect a large amount of sample acquisition for analysis, resulting in reduced efficiency of the side-channel attack.
To solve the above two problems, the data analysis method of side-channel artificial average can be taken back, in order to reduce the impact of electronic noise in the signal, based on the traditional acquisition scheme it proposes a method of averaging coordination of hardware and software to improve the Speedo's acquisition scheme.
By using this method, the speedup of the system is improved [5] , which reduces the time required for the signal acquisition and improves the performance of the system，and it can decrease the effect of the actual experiment of the unstable factors which is very effective to the experimental data and the signal is more stable. [6] 
Power Consumption Signal Acquisition Based on Cryptographic Chip
Power acquisition test platform schematic is shown in Fig.2 
Electromagnetic Side-channel Signal Acquisition
Data acquisition device and power acquisition device of electromagnetic signal side-channel is basically the same, both of the two kinds of acquisition mode collect the physical leakage signal with digital oscilloscope during the key runtime, PC machine is used to input data for key module is attacked, and analyze the records of power consumption and electromagnetic radiation data. The main difference lies in the use of the measurement probe that is different equipment. As shown in Fig. 3-1 . 
EM Near-Field Electromagnetic Receiving Equipment
EM near-field electromagnetic induction signal receiving device receives around the device. Near field probe close to the device, the near-field measurement device and measurement device of electromagnetic compatibility (EMC) devices are very similar.
The electromagnetic radiation standard IEC 61967 [6] describes the special near-field measurement equipment, but it is too expensive, so it is not obviously to use it for t the EM attack. Through the self-made coil ( Fig.3-2 ) to collect data with Differential probe, can also achieve better attack. 
EM Far-Field Electromagnetic Receiving Equipment
The far-field probe should have a few feet away. For the far-field electromagnetic attack by octagonal antenna far-field sensor measurement and super heterodyne radio ( Fig.3-3) . The biggest challenge of EM attacks is how to remove the large number of noise interference from the antenna to extract useful signal. EM receiver using ultra-wideband receiver with poor external radio, it also has broadband reception and changing frequency [7] .
Optical Side-channel Signal Acquisition The Leakage Mechanism of Cipher Chip
Light leakage signal analysis attack is a new type of passive attacks, it is first proposed in 2008. Comparing with traditional power consumption of side-channel attack, it has a good region selectivity of light leakage, can capture the signal consisting of all leakage. Therefore, it has better signal to noise ratio. In recent years, with the rapid development of the technology of single photon detection, the single photon detector has been rapid developments which are suitable for visible light, near infrared wave band of silicon, indium gallium arsenide. Superconducting single photon detection technology and CCD (charge-coupled device, PMT (charge coupled device), photomultiplier tube, APD photomultiplier tube (avalanche). E photodiode, avalanche photodiode) and so on [8] Photon leakage and decoding chip in the operation process is very weak; in the execution of different operations and different data, different regions of the light leakage intensity of different wavelength. Therefore, requirements of detector can distinguish single photon, and with high sensitivity and high spectrum in a certain range of single photon time / space resolution, it has special requirements on the detector material. [13] At present, there are several kinds of single photon detection technologies for cryptographic chips:
 Picosecond imaging circuit analysis (PICA): it can detect the photon spectrum range of 180nm-900nm, the price is too expensive.
 Charge coupled device (CCD): with high spatial resolution, it is convenient for the overall observation of the password chip, is shown in Fig. 4-1 for the University of Cambridge [13] through the CCD camera on the chip to observe the experimental device and the specific results. [14] The photomultiplier tube (PMT: high sensitivity, short response time, can measure photons. At the wavelength range of 200nm-1200nm extremely weak passwords using PMT chip [38] literature information collection, light leakage is shown in Fig.4-2 . The light leakage of information collection with high on cryptographic chip the detection aperture is large, and is easy to due to high noise, is not conducive to the realization of accurate detection of cipher chip specific area. Avalanche photodiode (APD): silicon based APD can detect the visible light and near infrared small part, In GaAs APD spectral detection range at the near infrared band. The aperture is small, the external environment has little influence on the small area, it is easy password detection chip.
Conclusions and Prospect
To obtain high quality side-channel signal is a necessary prerequisite for side-channel attacks, it has a very important significance for the study. Attacks by analyzing the side-channel signal from different angles, we have introduced several commonly used side-channel signal acquisition methods, and analyzed the advantages of the acquisition methods and shortcomings. It laid certain the foundation for the research of obtaining high quality side-channel signal.
Although there are many current side-channel signal acquisition methods, and new acquisition methods are emerging, but these methods are based on completely controllable equipment, that is helpful to the research laboratory attacks, but the actual chip of none completely controllable does not apply. And these acquisition methods have some common problems, such as the acquisition process is relatively complex, it is not easy to get the high-quality side-channel signal, the acquisition process is not stable, need repeat acquisition, and the actual acquisition conditions is not easy to realize, also, the price of collection equipment is expensive. Therefore, it is necessary to continue to study more practical, more extensive collection methods to achieve collection and use of equipment more economical, the acquisition system is simpler, the acquisition process is faster and the quality of the signal is higher, and the data is more accurate.
